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I nterprocess Communication

Shared Memory

Process 1: PutDatd)
Process 2: GetDatg)

Process Process Process
1 2 n

 Processes frequently need to communicate
with other processes
e Use shared memory
* Need awdl structured way to facilitate
interprocess communication
— Maintain integrity of the system
— Ensure predicable behavior
* Many mechanisms exist to coordinate
i nterprocess communication.
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Race Conditions

* Inmost modern OS, processesthat are
working together often share some
common storage

— Shared memory
— Shared file system

» A RaceCondition iswhen theresult of an
operation depends on the ordering of when
individual processes are run

— Process scheduling is controlled by the OS
and is non-deterministic

» Race conditions result in intermittent errors
that are very difficult to debug

— Very difficult to test programsfor race
conditions
* Must recognize where race conditions can
occur
— Programs can run for months or years
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Race Condition Example

Enqueue( Data )
4 Topof
Q[bottom] = Data Event 1 Queue
bottom = bottom + 1 (top)
} Event 2
Dequeue( ) Event 3 Next
—Queue
Data = Q[top] h Slot
o bt (boxtom)

}

If 2 or more processes are using the Queue where
are the race conditions?

* Queues are very useful operating systems
data structures
— Spollers Disk request management, ...
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Critical Sections

» Needto recognize and avoid race
conditions

» Desired state - Achieve mutua exclusion

* Mutual Exclusion ensuresthat if one
processisusing ashared variable or file
then all other processes will be excluded
from doing the same thing

» A Critical Sectionisablock of code
where shared resources (memory, files) are
accessed

» Goal: Avoid race conditions by ensuring
that no two processes arein their critical
section at the sametime

» By managing critical sectionswe ensure
that the code in a critical section appears
atomic with respect to the other processes
in the system
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Critical Section Example

Enqueue( Data)
. i 4—Top of
EnterCritical Section(ENQ) | Event 1 Queue
Q[bottom] = Data (top)
bottom = bottom + 1 Event 2
L eaveCritical Section(ENQ)
} Event 3
Next
{Dequeue( ) Queue
44—
EnterCritical Section(DEQ) " g;'t%%)
Data = Q[top]
top=top+1
L eaveCritical Section(DEQ)
return Data

Does the above code avoid race conditions?

« If aprocesstriesto enter anamed critical
section, it will:
— Blocks: Critical section in use
Enter: Critical section not in use
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Rules for Avoiding Race
Conditions

Four conditions must hold to ensure that
parallel processes cooperate correctly
and efficiently using shared data

1. No two processes may be simultaneously
insidetheir critical sections

2. No assumptions may be made about the
speeds or number of CPUs

3. No processrunning outsideitscritical
section may block other processes

4. No process should have to wait forever
toenter itscritical section

If the above conditions hold, then race
conditions will be avoided
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Techniques for Avoiding Race
Conditions

METHODS

« Disabling Interrupts
e Strict Alternation
e Test and Set Lock
e Seep and Wakeup
¢ Semaphores
— Event
— Mutex
¢ Monitors
* Message Passing

IMPLEMENTATION
¢ Busy Waiting
» Blocking
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Disabling Interrupts

» Disableinterruptsto enter critical section
» Enableinterruptsto exit critical section
» By enabling/disabling interrupts we
achieve mutual exclusion because no task
switches can occur with interrupts disabled
— Scheduler uses atimer interrupt to facilitate
task switching
» Not good for user processes
— What if process crashes, interrupts never
reenabled
— Vauablefor OS
* Problems
— Computers with 2 or more CPUs

— Disabling interrupts affects all processes,
not just the ones that share common
resources

— No mechanism to arbitrate fairness
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Mutual Exclusion with
Interrupt Management

Enqueue( Data)
{
Disablelnterrupts()
Q[bottom] = Data
bottom = bottom + 1

Lock Variables

» Useasingle shared lock variable to
manage each critical section

* When auser wants to enter a critical
section it teststhelock

 Ifthelock isclear (0), set the lock and
enter the critical section

 If thelock set (t 0), then wait for the lock
to clear

EnterCriticalSec(lock )  LeaveCritical Sec( lock )

{
while(lock <> 0) lock =0
lock =1 }

Does the above code avoid all race conditions?
What isthe efficiency of the above code?
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Enablel nterrupty)
}
Dequeue( )
{
Disablelnterrupts()
Data = Q[top]
top=top+1
Enabl el nterrupty)
return Data
}
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Strict Altercation

With strict alter cation the programmer
devel ops code to ensure that race conditions do
not occur
Problems:
— Hard to scale if additional processes are added
— Programmer managing thingsthat the OS
should be responsible for

— Not fair, especially when one process has
more/less work to do then the other processes

while(1) while(1)
t -
while(turn!=0); « ™ while(turn!=1);
critical_section() critical_section()
turn=1 turn=0
non_critical _section() non_critical_section()
} }
Process A Process B
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Test and Set Lock (TSL)

* Most CPUs come with atest and set lock
instruction
» With TSL we can use the ssimple lock
variable approach without any risk of a
race condition
» TSL instruction
— Requires ashared memory variable (flag)
— Copiesthevalueof flag to aregister and

setsthe flag to 1 inasingle, non-
interruptible ingtruction

EnterCritical Sec: LeaveCritical Sec:
tsl register, flag mov flag, #0
cmp  register, #0 ret
jnz  EnterCritical Sec
ret
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Busy-Waiting

* Busy-waiting
— When a process wants to enter acritical section
it checksif the entry isalowed
— If not, the process executes atight loop,
constantly checking if it is allowed to enter a
critical section
— Lock variable, strict alternation, TSL
 Busy-waiting problems
— Waste of CPU
— Priority Inversion Problem
* Low and high priority processes
Scheduler favors the high priority process

If thelow priority processisrunning in acritica
section and the high priority process becomes
ready to run

If the high priority process needs to enter the
same critical section it busy-waits resulting in the
low priority process never finishing its critica
section (this is known as starvation)
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Avoiding Busy-Waiting

* Recall that our desireisto allow the
Operating System toefficiently coordinate
access to shared resources

e Goal: Achieve mutua exclusion by
implementing critical sectionswith
blocking primitives

» Approach

— Attempt to enter acritical section

— If critical section available, enter it

— If not, register interest in the critical section
and block

— When the critical section becomes
available, the OSwill unblock aprocess
waiting for the critical section, if one exists

» Using blocking constructs greatly
improves the CPU utilization
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Bakery Algorithm

» Also used for deadlock prevention,
discussed later
 Critical section for n processes
— Before entering its critical section, process
receivesanumber.
— Holder of the smallest number enters the
critical section.
— If processes Pi andPj receive the same
number, if i <j, then
— Pi isserved first; ese Pj is served first.
— The numbering scheme always generates
numbers in increasing order of
enumeration; i.e, 1,2,3,3,3,3,4,5...
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The Producer Consumer
Problem

PRODUCE ITEM PROCESS

-

Buffer isfixed
in size

L.

CONSUME ITEM PROCESS

* Wewill usethe producer consumer problem to
study various IPC techniques

 Producer places elementsin the buffer
¢ Consumer reduced e ements from the buffer

¢ Must ensure that the buffer does not over- or
under-flow

Process Brian Mitchell (bmitchel @mcs.drexel.edu) - Operating Systems 17
Synchronization

Mutual Exclusion with Sleep()
and Wakeup()

» Sleep() and Wakeup() are |PC primitives
that block
— Do not waste CPU time when a processis
not alowed to enter its critical section
— System calls provided by the OS
» Sleep() causesthe calling processto block
* Wakeup() awakesaprocessthat is
sleeping
* Both Sleep() and Wakeup() take asingle
parameter to match up Sleep() and
Wakeup() cdls
« Wakeup() cals are not buffered, thus they
do nothing if the process being waked up is
not currently sleeping
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Producer Consumer Problem
with Sleep() and Wakeup()

#define N 100

int count = 0;

void Producer(void)

intitem;

while(true)
produce_item(&item);
if (count == N) deep (producer);
enter_item(item); /lput item in buffer
count++;
if (count==1) wakeup(consumer);

void Consumer(void)

intitem;

while(true)
if (count == 0) deep(consumer);
remove_item(&item); /lget item from buffer
count--;
if(count == N-1) wakeup(producer);
consume _item(item);
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Bug with Seeep() and
Wakeup() Solution

void Producer(void)
while(true)
produce_item(&item);
if (count == N) sleep (producer);
enter_item(item); /lput item in buffer
count++;
if (count==1) wakeup(consumer);

void Consumer(void) ask switch here
intitem; when count is 0
while(true) A

if (count ==0) deep(consumer);

« Consumer suspended after it checks that
count iszero. Producer runs, creates an
item and sends awakeup() to the
consumer who is not yet sleeping.
Consumer restarted and sleeps. Producer
fills buffer and sleeps. Deadlock!
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Semaphores

» The problem with sleep() and wakeup() is
that wakeups that are sent to non sleeping
processes are lost

» Semaphores are a specia type of varigble
that have the following properties:

— A value of 0 if no wakeups were saved
— A value > 0 indicating the number of
pending wakeups

» Semaphores” save’ wakeupsto
compensate for future deep calls

» Checking, changing, and possibly going to
deepisall doneinasingleindivisible
atomic action

— Requires support from the OS
— Implemented as system calls

» Semaphores were proposed by Dijkstrain

1965
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Semaphore Operations

* Down()
— The Down() operation checks the val ue of
a semaphore
— If Othenthecalling processis put to sleep
« Blocks waiting for an Up() call
— If >0 the semaphore is decremented
¢ Usesup a stored wakeup and continues

normally
* Up()
— The Up() operation increments the val ue of
the semaphore
— The Up() operation is non-blocking

« Both down and up take a semaphore
variable as a parameter

¢ Other common semaphore notation:
— P() = Down()
- V(0 =Up)
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Binary Semaphores

» Binary Semaphores
— Accomplished by initializing the
semaphorevalueto 1
— Critical sections created by:
 Performing a Down() on the semaphore to
enter a critical section
« Performing an Up() to leave the critica
section
« Ensures that only one process can bein a
critical section protected by a semaphore
— Sometimes refereed to as mutex or mutual
exclusion semaphores

semaphore mutex = 1;

down( &t ex) ;

/* Critical
Section */
up( &mut ex) ;
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Event Semaphores

¢ Usethe atomic nature of semaphore APIs
to ensure proper synchronization
» Event semaphores are typically initialized
to avalue indicating the number of events
that are alowed to happen
— Example: the number of elementsthat are
allowed to be in the bounded buffer
« Event semaphores are managed so that no
more then N events can occur if the
semaphoreisinitialized to N
« Event semaphores use the Up() and
Down() system calls to manage the event
semaphores
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Producer Consumer Problem
with Semaphores

#define N 100
typedef int semaphore;

semaphore mutex = 1; /Imutex for critical sections

Producer Consumer Problem
with Semaphores

void Consumer(void)
{
intitem;

while(true)
{

down (&full);
down & mutex);

remove_item(&item); //get item from buffer
up(&mutex);

up(&empty);
consume_item(item);

}

Unlike the Sleep() and Wakeup() implementation,
the semaphore version of the program does not
have any unwanted race conditions
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semaphore empty = N; [levent for empty dots
semaphore full = 0; /levent for full dots
void Producer(void)
intitem;
while(true)
{
produce_item(&item);
down (&empty);
down (& mutex);
enter_item(item); /lput item in buffer
up(&mutex);
up(&full);
}
}
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» Semaphores are relatively low-level
operations

» Accidents with misplaced Up() and Down()
calls can lead to incorrect program behavior

« Monitors were developed to makeiit easier
to develop correct concurrent programs

* Monitors are acollection of procedures,
variables and data structures that are
grouped into a specid kind of module or
package

* Monitorsare high level constructs and are
typically supported by a compiler that maps
the monitor into lower-level constructs

— Not supported by many languages, Java's
synchronized keyword is close to amonitor

— Monitors can be smulated by using
semaphores
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Monitors

« Monitor property
— Only one process can be active in a monitor
at any ingtance
— Enables simple mutual exclusion
— If aprocess attempts to enter a monitor
« It will be dlowed if the monitor isnot in
use
« It will block if the monitor isinuse. The
process will automatically be awakened
when the monitor is available

noni t or exanpl e v\
procedure pl()

{...1 Monitor
procedure p2() Structure
{ ...}
end nonitor »
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Monitors

* Monitors automatically provide mutual
exclusion with respect to executing procedures
managed by the monitor

» Sometimes a process can not continue
executing inside amonitor and must wait for an
externa event

— Example: What should the producer do if it has
produced an item and the buffer is full?

— This problem is solved with condition variables
and theWait() and Signal () operations that
operate on the condition variables

» The Wait() operation putsthe calling processto
deep

» TheSignal() operation wakes up adeeping
process

— The Signal() operation, if needed, must be the
last call that a process makes when exiting a
monitor
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Producer Consumer Problem
with Monitors

monitor ProducerConsumer

condition full, empty;
integer count;

procedure enter;
begin
if count = N then wait(full);
enter_item;
count := count + 1;
if count = 1 then signal (empty);
end

procedure remove;
begin
if count = O then wait(empty)
remove_item;
count := count - 1;
if count = (N - 1) then signal (full);
end

count :=0;

end monitor;
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Producer Consumer Problem
with Monitors

procedure producer;
begin
while true do
begin
produce_item;
ProducerConsumer.enter;
end
end

procedure consumey;
begin
while true do
begin
Producer.consumer.remove;
consume_item;
end
end

Why issignal() coded as the last
statement in the monitor procedures?
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Problems with
Synchronization Constructs

o Seep() / Wakeup(), Semaphores, and
Monitors work well for managing mutual
exclusion problemsin computer architectures
that consist of asingle shared memory

— All use ashared global variable to coordinate
and synchronize processes
— Thisshared global variable must bevisibleto
al processesin the system
¢ Thus we must have a single shared memory
— All can be implemented by the TSL
instruction
« System cdls provided by the OS
* TSL does not work across distributed memory
 Need another synchronization construct

— Message Passing
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Message Passing

» Message passing is a method of
interprocess communication that works
well in systemsthat:

— Have multiple CPUs
— Do not have asingle shared memory

— Are connected by a standard
communications network

e Primitives:
— send(destination, & message)
— receive (source, & message)

» Receive() should be setup to block until a
message is sent to the receiving process
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Message Passing |ssues

» Because message passing can pass
messages across CPU or system (viaa
network) boundaries we must protect
against lost messages

— Communication networks are not 100%
reliable

— Need to use acknowledgement messagesto
confirm the receipt of amessage

* We need aconsistent naming convention
for the sender and receiver processes

— process@machine.domain
— A domain is acollection of individual
computers

* We need an authentication mechanism to
ensure that the sending and receiving
processes trust each other

— Must prevent spoofing

Process Brian Mitchell (bmitchel @mcs.drexel edu) - Operating Systems 34
Synchronization

Producer Consumer Problem

with Message Passing

#defineN 100 /lsize of bounded buffer
#define MSIZE 4 /lsize of a message
typdef int messagelM SIZE]; /Imessage buffer
void producer()
{

intitem;

message m;

while (true) {
produce_item(&item);
receive(consumer, &m);  //receive a null message
build_message(& m,& item);
send(consumer,& m); /Isend item to consumer
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Producer Consumer Problem
with Message Passing

void consumer()
e
intitem;
message m, €
create_empty_message(& €);
for(nti=0;i <N, i++)
send(producer,& m); /lsend N empty messages
while (true) {
receive(producer,&m);  /Ireceive a message
extract_item(&m, &item);
send(producer,&€); /Isend empty message
consume_item(item);

Notice the importance of using
empty messages to synchronize the

critical sections
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Equivaence of Primitives

 Each synchronization primitive that we
have studied has pro’s and con’ s associated
with their usage

» Messages, monitors, and semaphores are
equivalent because each construct can be
used to implement or simulate the other
two constructs

» Wewill use aJava package that smulates
semaphores, monitors and message passing
— Moreonthislater

Process Brian Mitchell (bmitchel @mcs.drexel.edu) - Operating Systems 37
Synchronization

Classicd IPC Problem:
Dining Philosophers

m‘@*
® .0
‘o

e ThereareN philosophers

e ThereareN forks

¢ Can beinthinking, hungry or eating state

e Canonly eat if the philosopher can obtain
its 2 adjacent forks

e Must be careful to avoid deadlock

— Each philosopher has one fork and needs
one fork
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Dining Philosophers Solution

#define N 5 /Inum. of philosophers
#define LEFT  (i-1)%N

#define RIGHT  (i+1)%N

#define THINKING 0

#define EATING 1

#defineHUNGRY 2

typedef int semaphore;
int state[N]; /Istate of philosophers
semaphore mutex = 1;

seamphore §N]; /lone sem per philosopher

void philosopher(int i)

while(TRUE) {
think();
take forks(i);
€et();
put_forks(i);
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Dining Philosophers Solution

voidtake forks(int i)

{
down(& mutex);
state]i] = HUNGRY;

test(i); [htry to get 2 forks

up(& mutex);

down(&4i]); Ilblock if both forks not
/lavailable

void put_forks(int i)

{
down(& mutex);
stateli] = THINKING;

test(LEFT); /Isee if 1€ft neighbor
/Ineeds to eat
test(RIGHT); /Isee if right neighbor
/Ineeds to eat
up(& mutex);
}
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Dining Philosophers Solution

voidtest(int i)

it ((stadi] == HUNGRY) &&
(tate[LEFT(i)] != EATING) &&
(state[RIGHT(i)] = EATING))

statefi] = EATING;
up(&di]);

» Acquire both forksin acritical section

* When done eating seeif left and right
neighbors can eat

« If trying to eat but both forks not available
then block on a semaphore

» Reease semaphore when both forks are
available
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