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Syntax Testing

* System 1nputs must be validated. Internal

and external inputs conform to formats:
— Textual format of data input from users.
— File formats.
— Database schemata.
« Data formats can be mechanically converted
into many input data validation tests.

* Such a conversion 1s easy when the 1nput 1s

expressed 1n a formal notation such as BNF
(Backus-Naur Form).
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brexe Garbage-In Garbage-Out

» “Garbage-In equals Garbage-Out” is one of
the worst cop-outs ever invented by the
computer industry.

* GI-GO does not explain anything except our

failure to:
— 1nstall good validation checks

— test the system’s tolerance for bad data.
* Systems that interface with the public must
be especially robust and consequently must

have prolific input-validation checks.
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Million Monkey Phenomenon

* A million monkeys sit at a million
typewriters for a million years and
eventually one of them will type Hamlet!

 Input validation 1s the first line of defense
against a hostile world.
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el Input-Tolerance Testing

* Good user interface designers design their
systems so that 1t just doesn’t accept
garbage.

* Good testers subject systems to the most
creative “garbage” possible.

* Input-tolerance testing 1s usually done as
part of system testing and usually by
independent testers.
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Syntax Testing Steps

* Identify the target language or format.

* Define the syntax of the language, formally,
in a notation such as BNF.

* Test and Debug the syntax:

— Test the “normal” conditions by covering the
BNF syntax graph of the input language.
(minimum requirement)

— Test the “garbage” conditions by testing the
system against invalid data. (high payoff)
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Automation is Necessary

» Test execution automation 1s essential for
syntax testing because this method produces
a large number of tests.
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How to Find the Syntax

* Every input has a syntax.

* The syntax may be:
— formally specified
— undocumented

— just understood
* ... but 1t does exist!

» Testers need a formal specification to test
the syntax and create useful “garbage”.
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* Syntax 1s defined in BNF as a set of
definitions. Each definition may in-turn
refer to other definitions or to itself.

* The LHS of a definition 1s the name given
to the collection of objects on the RHS.
— :=means “1s defined as”’.
— | means “or”.
— * means “zero or more occurrences’.
— + means ‘“one or more occurrences’ .

n (44 4 29
— A" means “n repetitions of A”.
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Lol BNF Example
special digit =0]1[2]|5
other digit =21314|5|6|7|8|9

ordinary digit ::=special digit | other digit
exchange part ::= other digit* ordinary digit
number_part = ordinary digit”

phone number ::=exchange part number part

* Correct phone numbers:
— 3469900, 9904567, 3300000

* Incorrect phone numbers:
— 0551212, 123, 8, ABCDEFG
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—— Why BNF?

» Using a BNF specification 1s an easy way to
design format-validation test cases.

* It 1s also an easy way for designers to
organize their work.

* You should not begin to design tests until
you are able to distinguish incorrect data
from correct data.
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Test Case Generation

* There are three possible kinds of incorrect
actions:
— Recognizer does not recognize a good string.
— Recognizer accepts a bad string.
— Recognizer crashes during attempt to recognize

a string.

* Even small BNF specifications lead to many

good strings and far more bad strings.

 There 1s neither time nor need to test all

strings.
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Testing Strategy

 Create one error at a time, while keeping all
other components of the input string correct.

* Once a complete set of tests has been
specified for single errors, do the same for
double errors, then triple, errors, ...

* Focus on one level at a time and keep the
level above and below as correct as you can.
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S§ Example: Telephone Number
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ey (Level 1)

« phone _number ;.= exchange part number_part
— Empty string.
— An exchange part by itself.
— Two from exchange part.
— Two from number_part.

— One from exchange part and two from
number_part.

— Two from exchange part and one from
number_part.
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O (Level 2)

» Bad exchange part:
« exchange part ::= other _digit" 2 ordinary _digit
— Empty string.
— No other_digit part.
— Two from ordinary_digit.
— Three from ordinary digit.
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ey (Level 2)

* Bad number _part:
 number_part ::= ordinary_digit4
— Not enough from ordinary_digit.
— Too many from ordinary_digit.
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ey (Level 3)

- ordinary_digit ::= specid_digit | other_digit
— Not a digit - alphabetic.

— Not a digit - control character.

— Not a digit - delimiter.
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- (Level 4)

» Bad other_diqit:
—other digit ::=2[3[41|5 6|7|8]9
» Bad special_digit:
—gpecid _digit ::=0[1]2]|5
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Delimiter Errors

* Delimiters are characters or strings placed
between two fields to denote where one
ends and the other begins.

* Delimiter Problems:

— Missing delimiter. e.g., (x+y

— Wrong delimiter. e.g., (x+y]

— Not a delimiter. e.g., (x+y 1

— Poorly matched delimiters. e.g., (x+y))
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Sources of Syntax

* Designer-Tester Cooperation
* Manuals

* Help Screens

* Design Documents

* Prototypes

* Programmer Interviews

* Experimental (hacking)
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Dangers of Syntax Test Design

 It’s easy to forget the “normal” cases.
* Don’t go overboard with combinations:

— Syntax testing 1s easy compared to structural
testing.

— Don’t 1ignore structural testing because you are
thorough 1n syntax testing.

— Knowing a program’s design may help you
climinate cases without sacrificing the
thoroughness of the testing process.
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Syntax Testing Drivers

* Build a driver program that automatically
sequences through a set of test cases usually
stored as data.

* Do not try to build the “garbage” strings
automatically because you will be going
down a diverging infinite sequence of
syntax testing.
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Primitive Method

» Use a word processor to specify a covering
set of correct input strings.

» Using search/replace, replace correct sub-
strings with incorrect ones.

» Using the syntax definition graph as a
guide, generate all single-error cases.

* Do same for double errors, triple errors, ...
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Random String Generators

* Easy to do, but useless.

* Random strings get recognized as invalid
to0 soon.

* The probability of hitting vulnerable points
1s too low because there are simply too
many ‘“garbage” strings.
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= Productivity, Training, Effectiveness

* Syntax testing 1s a great confidence builder
for people who have never designed tests.

A testing trainee can easily produce 20-30
test cases per hour after a bit of training.

* Syntax testing 1s an excellent way of
convincing a novice tester that:

— Testing 1s often an infinite process.

— A tester’s problem is knowing which tests to
1gnore.
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Ad-lib Testing

* Ad-lib testing 1s futile and doesn’t prove
anything.

* Most of the ad-lib tests will be input strings
with format violations.

* Ad-lib testers will try good strings that they
think are bad ones!

* If ad-lib tests are able to prove something,
then the system 1s so buggy that it deserves
to be thrown out!
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Summary

» Express the syntax of the input 1n a formal
language such as BNF.

* Simplify the syntax definition graph before
you design the test cases.

* Design syntax tests level by level from top
to bottom making only one error at a time,
one level at a time, leaving everything else
correct.
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Lol Summary

» Test the valid test cases by “covering” the
syntax definition graph.

 Consider delimiters.

* Automate the testing process by using
drivers.

* (Give ad-lib testers the attention they crave,
but remember that they can probably be
replaced by a random string generator.
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Dependable Software Systems

Formal Methods
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Formal Specification

* Techniques for the
unambiguous specification of
software
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Software Process

* Specification and design are intermingled.

 Architectural design 1s essential to structure
a specification.

* Formal specifications are expressed 1n a
mathematical notation with precisely
defined vocabulary, syntax and semantics.
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Formal Specification on Trial

* Formal techniques are not widely used 1n
industrial software development.

* (Given the relevance of mathematics in other
engineering disciplines, why is this the
case”?
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Why Aref® Formal Methods Used?

 Inherent management conservatism.

* Many software engineers lack the training in
discrete math necessary for formal specification.

« System customers may be unwilling to fund
specification activities.

« Some classes of software (particularly
Interactive systems and concurrent systems)
are difficult to specify using current techniques.

Dependable Software Systems (Syntax Testing & Formal Methods)



Drexél

waar \Nhy Arei® Formal Methods Used?

« There 1s widespread 1ignorance of the
applicability of formal specifications.

* There 1s little tool support available for formal
notations.

« Some computer scientists who are familiar with
formal methods lack knowledge of the
real-world problems to which these may be
applied and therefore oversell the technique.
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e Advantages of Formal Specification

* It provides 1nsights into the software
requirements and the design.

» Formal specifications may be analyzed
mathematically for consistency.

It may be possible to prove that the
implementation satisfies the specification.
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e Advantages of Formal Specification

* Formal specifications may be used to guide
the tester of the component 1n 1dentifying
appropriate test cases.

* Formal specifications may be processed
using software tools. It may be possible to
animate the specification to provide a
software prototype.
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e oeven Myths of Formal Methods

* Perfect software results from formal methods

— Nonsense - the formal specification 1s a model of the
real-world and may incorporate misunderstandings, errors and
omissions.

* Formal methods means program proving

— Formally specifying a system is valuable without formal program
verification as it forces a detailed analysis early in the development
process.

* Formal methods can only be justified for
safety-critical systems

— Industrial experience suggests that the development costs for all
classes of system are reduced by using formal specification.
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e oeven Myths of Formal Methods

 Formal methods are for mathematicians
— Nonsense - only simple math is needed.

* Formal methods increase development costs

— Not proven. However, formal methods definitely push
development costs towards the front-end of the life cycle.

* Clients cannot understand formal specifications
— They can if they are paraphrased in natural language.

* Formal methods have only been used for trivial
systems

— There are now many published examples of experience
with formal methods for non-trivial software systems.
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* The reasons put forward for not using formal
specifications and methods are weak.

« However, there are good reasons why these
methods are not used:

— The move to interactive systems. Formal specification
techniques cannot cope effectively with graphical user
interface specification.

— Successful software engineering. Investing in other
software engineering techniques may be more cost-
effective.

Dependable Software Systems (Syntax Testing & Formal Methods)



Use of Formal Methods

» These methods are unlikely to be widely
used in the foreseeable future. Nor are they
likely to be cost-effective for most classes
of system.

* They will become the normal approach to
the development of safety critical systems
and standards.

» This changes the expenditure profile
through the software process.
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Specification

Cast Vahdatan

De=1gn and
|mplementation Vahdatwon

Die=1gn and
Implememtation
Speabicaton

Speabicaton

Without formal With formal
specibicaton specihcatan
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e Specifying Functional Abstractions

* The simplest specification 1s function
specification. There 1s no need to be concerned
with global state.

* The formal specification is expressed as mput
and output predicates (pre and post conditions).

* Predicates are logical expressions which are
always either true or false .

 Predicate operators include the usual logical
operators and quantifiers such as for-all and
exists.
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Post Conditions

* Set out the pre-conditions
— A statement about the function parameters stating what
1s invariably true before the function is executed
 Set out the post-conditions
— A statement about the function parameters stating what
1s invariably true after the function has executed
* The difference between the pre and post
conditions 1s due to the application of the
function to 1ts parameters. Together the pre and
post conditions are a function specification.
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Specification Development

* Establish the bounds of the input parameters.
Specify this as a predicate.

* Specity a predicate defining the condition which
must hold on the result of the function 1f 1t
computes correctly.

 Establish what changes are made to the input
parameters by the function and specify these
as a predicate.

* Combine the predicates into pre and post
conditions.
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The Specification of a Search

function Search ( X: array 1 .. N of INTEGER; Key: INTEGER )
return INTEGER ;

Pre: J1=<i=<Ne*X|[i]=Key
Post: X' [Search (X, Key)] = Key A X = X' A Key' = Key
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Set Theory Review

0= P@US)

teacher(Mar @ Mary € T < teaches(Mary)
student(John) teaches(Mary) = -student(Mary)
< =student(Mary) A —other(Mary)

X € T < teaches(x)
X € S < student(x) dx € P * teaches(x)
X € O « —~teaches(x) A —=student(¥)x € S ¢ student(x)
-dx € S * teaches(x) ~> Vx € S * - teaches(x)

teacher(x) = —student(x) Vxe S e dy & T e student(x)

student(x) = -teacher(x) A teaches(y)

teacher(x) <« -student(x) A - A supervises(y,X)
other(x)
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Implication

a=

If (p.o.p > 50%) then (take an umbrella)

b a=0ab=0
aO (1) i If (p.0.p =<50%) then - (take an umbrella)
a=b=-avb q1(o]1 =1
_ . o o a=0ab=1
a = possibility of precipitation (p.o.p) > 50% If (p.0.p < 50%) then (take an umbrella)
b = take an umbrella =1
a=1aAb=0
If (p.o.p > 50%) then - (take an umbrella)
=0
So = informally means if the p.o.p is
greater than 50% | will take an umbrella, a=1ab=1
but if the p.o.p is less than or equal to If (p.0.p > 50%) then (take an umbrella)
50%, | may or may not take an umbrella =1
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UNIVERSITY

Pre/Post Condition Examples

proc Reverse(a:array 0..9 of int, size:int)
pre: ?
post: ?

proc D_Sort(A:array 0..9 of int, size:int)

pre: ?
post: ?
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Pre/Post Condition Examples
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UNIVERSITY

proc Reverse(a:array 0..9 of int, size:int)
pre: 1 < size <10
post: size = size’

A V0 =<i<size * A[i] = A'[(size-1)-i]

proc D_Sort(A:array 0..9 of int, size:int)
pre: (1 < size < 10)
A(VO<i<sizee-d0< j<sizee(i=]j)an (A[i]=A[]j])

post:VO < i< (size—-1)e A[i]=<ATi+1]
Allsa A size’' = size
permutation A VOsi<sizeeI0<j<size s Ali]=ATj]

of A \
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e Pre/Post Condition Examples(2)

proc Avg(A:array 0..9 of int, size:int, res:real)
pre: ?
post: ?

proc Init(A:array 0..9 of int, size:int)
pre: ?
post: ?
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e Pre/Post Condition Examples(2)

proc Avg(A:array 0..9 of int, size:int, res:real)
pre: 0 <size <10

post: (A’ =A)
A (size’ = size)
, 1A
ATFEeS = -0
Size

proc Init(A:array 0..9 of int, size:int)
pre: 0 <size <10
post: (VO =<i<size* A[i]=0) A (size’ = size)
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UNIVERSITY

proc m_mult(A:array 0..9,0..9 of int; a1, a2: int;
B:array 0..9,0..9 of int; b1, b2: int;
M:array 0..9,0..9 of int; m1, m2:int)

pre: ?
post.?
A B M 1 3$ '1 3§ '111+312 113+314$
B 4 8/2 4 P11+412 213+414
R " 1ss ’
I_ I =0
& i § i §70 i &‘PO 22#

@x@ ©Dxb2) @)xm2 :2= A Ba

Mi11= Avo! Bo1+ Au! Bz
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I%% Pre/Post Condition Examples(3)

UNIVERSITY

proc m_mult(A:array 0..9,0..9 of int; a1, a2: int;
B:array 0..9,0..9 of int; b1, b2: int;
M:array 0..9,0..9 of int; m1, m2: int)
pre: (0 =a1,a2,b1,b2,m1,m2 < 9) A (a2 = b1)
post: (A°=A)A(B'=B)a(m1T =al1) A (m2’ =Db2)
A VO=i<m?,0=<j<m2 «mlij =

A (81 = a1) (a2 = 32) A (b1 — b1) A (b@ [l k B[k ]]
A B M ‘1 3$ 'l 3¢ '111+312 1|3+3|4$
8 4 8/2 y P11+412 213+414y
' ! # '7 15%
| ! - | “%o 224
§70 11 §7 n §70 ]

@ G @i o). e

Mi11= Avo! Bo1+ Au! Bz
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Number of e’'s in A
proc count(A:array 0..9 of int; sizint)
pre: ?
post: ?
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UNIVERSITY

Number of e's in A
proc count(A:array 0..9 of int; sizint)

pre: 0 <size <10
post: size’ = size
Ae =e
ANA =A
acount’ = [{V 0 =i<size  A[1]=c¢}
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Iﬁl Pre/Post Conditions with Java

UNIVERSITY

import java.util.*;

class Stack Object top() {
private Vector v; pre: 7?
void push(Object obj) { post: 7
pre: ? }
post: ?
stack() {
} : pre: 7?
Obiject pop() { bost: ?
pre:? )
post: ? )
}
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Pre/Post Conditions with Java

import java.util.”;

class Stack
private Vector v;

void push(Obiject obj) {
pre: (obj = null) A (v = null)

post: (V'.elementAt(v.size()) = obj)

A(VO=i<vsize() e

v’.elementAt(i) = v.elementAt(i))

A V'.size() = v.size()+1

}

Object pop() {
pre: v = null
post: (v.size() > 0) =

(pop’ = v.elementAt(v.size()-1))
A (v.size() < 0) = (pop’ = null)

A (VO =i < v.size()-1 *

v’.elementAt(i)= v.elementAt(i))

A (V'.size() = v.size()-1)

}

Object top() {
pre: v = null
post: (v.size() = 0) = (top’ = null)
A (v.size() > 0) =
(top’ = v.elementAt(v.size()-1)
AV0 =< i<v.size()*

v’.elementAt(i) =
v.elementAt(i)

A V'.size() = v.size()

¥
stack() {

pre: true

post: v=null aAv.size()=0
¥
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e Stack Implementation in Java

Object top() {
if (v.size > 0)
return v.elementAt(v.size()-1);
else return null);

import java.util.”;

class stack {
private Vector v;

}

void push(Object obj) { Stack() {

v.addElement(Obj); v = new Vector()

} v.removeAllElements();

}

Object pop() { }

if (v.size() > 0) {

Object res =

v.elementAt(v.size()-1);
v.removeElementAt(v.size()-1);
return res;
} else return null;

}
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Drexel
UNIVERSITY Strler()

In order to be able to work with C strings, We can introduce function:

-isNullTerminated (s): returns True if the string s is null terminated and False
otherwise.

// The strlen() function returns the number of bytes in' s, not including the
terminating null character.

Int strlen (const char *s)

. . <—> 3
pre: isNullTerminated(s) aTo T Tad 7T
post: (£=S)A /

B O<ia(s[i]=000n (VO = j < ia(s[j}G00)
=>V0=<k <ia(s[kEsDk]) a
A 0=<ia(s[i]=Q00n (VO = j < ia(s[j]= &0
=> strlen(s) = 1))
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Drexel stremi)

The strcmp() function compares two strings byte-by-byte,
according to the ordering of your machine's character set. The
function returns an integer greater than, equal to, orless than O,
if the string pointed to by s1 is greater than, equal to, or less
than the string pointed to by s2 respectively. The sign of a non-
zero return value is determined by the sign of the difference
between the values of the first pair of bytes that differ in the
strings being compared. Bytes following a null byte are not
compared.

Int strcmp(const char *s1, const char *s2)
pre: ?
post: ?
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Int strcmp(const char *s1, const char *s2)
pre: isNullTerminated(sl) A isNullTerminated(s2)
post: (s10=s1) A (A 0=<i&a€1[i]=@00n (VO =< | < laél]]] = Q00)
=>VO0=<sk <iaglk]=s1Qk]) A
(s20=s2) A (A 0=<i &a62[i]=CG0ON (VO = j < ié$2[j]a=®f)))
=>VO0=sk <iagfk]=s20k]))

(strlen(sl) = strlen(s2)) =>
(VOsisstrlen(sl) esl[i] =s2[i] =>strcmp(s1,52)=0) A
(3 0=<i=<min(strlen(sl),strlen(s2)) ¢
((s1l[i]>s2[i1] AVO=sj<iesl[j]=s2[j]) =>
strcmp(s1,s2) > 0) A
((s1[i] <s2[i]AVOs j<iesl[j]=s2[j]) =>
strcmp(sl,s2) <0))
)
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Qﬁf Pre/Post Conditions for C functions

. strchr() solution

The strchr() function returns a pointer to the first
occurrence of c (converted to a char)in string s, or a
null pointer if ¢ does not occur inthe string.

char *strchr(const char *s, int c)
ore: ?
post: ?
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Q'@ Pre/Post Conditions for C functions

rexel .
strchr() solution

char *strchr (const char *s, int ¢)

pre: iIsNullTerminated(s) A 0=c =< 255
post:

~ i
(sO=5s) A St
2

(cO=c) A 01

(stremp(sGs)=0) A

(3 Osi<strlen(s)es[i]=cA(VOsj<ies[]]=cC)=>
strchr(s,c) =s+i) A

(V O=<i<strlen(s) es[i] = c =>strchr(s,c) = null)

alble @ 2|2
0|l 12]|13]|]4]|5
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