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ABSTRACT

Agent systems are unique in their design and functionality; as such, they require unique techniques to pro-
file, reverse engineer, test, and secure. The Agent Systems Reference Model (ASRM) provides a standard for
the development and deployment of agent systems. To support the informed construction of the ASRM, we
explored existing techniques for obtaining dynamic analysis data for agent frameworks, motivated the develop-
ment of new techniques providing more concise and cleansed data, and identified mappings of existing agent
frameworks and systems to the ASRM. In this paper, we describe our experience and challenges in analyzing
agent systems, and with using that data to construct a comprehensive reference model.
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1. INTRODUCTION

Constructing multiagent systems is a multi-disciplinary task. They are distributed systems; as such, they present
many related challenges in terms of program understanding and maintenance. Agents are also proactive and
interactive with their environment, and groups such as the Foundation for Intelligent Physical Agents (FIPA)
exist to standardize communication and coordination protocols between agents incorporating these features. In
addition, they usually contain aspects of artificial intelligence for autonomous decision making based on inputs
from each other and from their environment.

This paper outlines our experience using dynamic analysis to profile distributed agent systems. We discuss
the challenges we faced using dynamic analysis on these particular systems, and we propose a new dynamic
analyzer called Karka that addresses these concerns. Using these profilers, it is our goal to inform and augment
the development of the Agent Systems Reference Model (ASRM) (8) (described in Section 2.1) by performing
reverse engineering analysis on existing agent frameworks. In this way, we identify high level functional
concepts common to most agent frameworks and systems. With this information, we identify how the functional
concepts are exercised by subject agent systems through dynamic analysis.

This provides us with specific details pertaining to the implementation of these functional concepts, for
example, a publisher/subscriber communication model or the use of a registry service such as UDDI.

The rest of this paper is organized as follows: Section 2 describes Multiagent Systems, the ASRM, and the
need for software analysis as the methodology for constructing the ASRM. Section 3 describes related work.
Section 4 describes the raw data collection process, while Section 5 deals with our challenges in digesting that
data to inform the ASRM. We conclude in Section 6 and discuss future work and research to ease this process
in the future.



2. BACKGROUND

Multiagent systems are indeed different from distributed and mobile systems in that agents have beliefs and
capabilities as opposed to static functionality (4). Unlike service-based systems, in which functions are invoked
statically by the user, agents can pro-actively invoke their own behavior or the behavior of other agents based
on their beliefs and understanding of the environment. Multiagent systems are developed with a particular
domain-specific application in mind: to simulate cognitive learning processes, to be network-based mobile
agents, and so on. According to (6), it can be agreed that most multiagent systems have a “variable number
of interacting, autonomous entities that communicate with each other [concurrently] using flexible, complex
protocols.” In this way, they are decentralized and highly modular.

There exist numerous agent frameworks, which, like their distributed programming counterparts of CORBA
and COM, often add overhead to the system (12). However, various agent frameworks provide differing func-
tional components and views on what comprises an agent and how they should interact. In creating the Agent
Systems Reference Model, we studied several agent frameworks; we describe the general process and our ex-
perience in Section 4. In particular, we describe our experience investigating two premiere and comprehensive
frameworks: A-Globe (14) and Jade (1).

As a result, the analysis of the architecture and structure of these types of systems produce representations
not only of their distributed structure, but also of their beliefs and capabilities. By dynamically analyzing their
behavior at runtime, their internal states and goals were inferred and represented. The potential is twofold: first,
it becomes possible to predict what particular agents will do next in their environment; second, commonalities
(i.e. FIPA compliance) among the agents and their underlying frameworks appear.

2.1 Agent Systems Reference Model

The ASRM (ASRM) is a technical recommendation for a reference model for those who develop and deploy
systems based on agent technology. As such, it

• establishes a taxonomy of terms, concepts and definitions needed to compare agent systems;
• identifies common functional elements contained in agent systems;
• captures data flow and dependencies among the functional elements in agent systems; and,
• specifies assumptions and requirements regarding the dependencies among these elements.

The Agent Systems Reference Model allows for existing and future agent frameworks to be compared
and contrasted, as well as provided a basis for identifying areas requiring standardization within the agents’
community. As a reference model, the document makes no prescriptive recommendations about how to best im-
plement an agent system, nor is its objective to advocate any particular agent system, framework, architecture,
or approach.

A Reference Model derives any number of Reference Architectures that are typically developed using the
following process:

• capturing the essence of the abstracted system,
• identifying the few software modules that best describe the abstracted system, and
• identifying or creating an implementation-specific design of the abstracted system.

When performing reverse engineering or software analysis, this process is reversed. It is often the case that
several (perhaps similar) subject systems exist but a common abstraction, like a reference architecture, does
not. By performing some analysis, one obtains the software modules comprising the subject systems. Data
is produced allowing for documentation and understanding of legacy software systems and for verification
of existing software documentation. This data can be further analyzed and abstracted to obtain this abstract
“essence” of the systems.

The previous processes can execute simultaneously and be used for validation and augmentation. By group-
ing, abstracting, and querying this data in different ways, information can be gleaned that simple observation
may not find. This helps validate that a comprehensive reference architecture was created.

In the ASRM, an agent-based system is divided into several layers:

• Agent: a situated computational process that is autonomous, proactive and / or interactive.
• Agent Framework: the software component that supports the execution of agents (eg: JADE or A-

Globe).
• Platform: the software resources atop of which the agent and agent framework run.



• Host: A physical computing device on which the platform resides and the agent framework executes.
• Environment: the world in which an agent is situated from its point of view; this can be virtual (eg: the

web) or an abstraction for the real world.

Based on the analysis of the data generated from reverse engineering (explained later in this paper), a
number of functional concepts were identified. In some frameworks these concepts may exist at the agent
layer; in others they may exist at the framework layer.

• Agent Administration: provides supervisory command and control of agents and allocates system re-
sources to agents.

• Security and Survivability: prevents execution of undesirable actions while allowing execution of de-
sirable actions.

• Mobility: enables migration of agents among framework instances typically on different hosts.
• Conflict Management: enables the management of interdependencies between agents’ activities and

decisions to avoid incompatible activities, deadlock, etc.
• Messaging: enables information transfer among agents in the system.
• Logging: enables information about events that occur during agent system execution to be retained for

subsequent inspection.
• Directory Services: enables locating and accessing of shared resources.

2.2 Motivation for Dynamic Analysis

Like static analysis techniques, dynamic analysis collects data on existing software systems. However, dy-
namic analysis techniques do so by inspecting that system during execution. This analysis varies widely by
implementation, but one approach is to build a data repository of program behavior. This repository holds in-
formation on data flow, object instantiation, the call graph, interprocess communication, network or filesystem
I/O activity, and so on. If the system contains a lot of “dead code” or other obfuscated constructs, the static
analysis results can be inaccurate and deficient in describing the true structure of the system. Dynamic analysis
inspects the system as it runs and often breaks the system down into “features.” These features are often anal-
ogous to the relevant subsystems found during static analysis. In addition, dynamic analysis can obtain data
on behavior-specific aspects of the system such as threading and I/O, that could not otherwise be found simply
using static analysis techniques. Dynamic analysis assists in cases where source code is not available for static
analysis to be performed.

During our software architecture study for the Agent Systems Reference Model, it was difficult to use just
static or just dynamic analysis tools to gain a complete understanding of the subject system. Using static
analyzers relied on programmer nomenclature. Using dynamic analyzers on these distributed systems resulted
in excessive noise and still some reliance on nomenclature. It proved difficult to reduce that noise in some cases
because the system simply ran out of memory due to all the calls being monitored during execution. An ideal
analyzer uses both static and dynamic analysis tools and conducts noise reduction on the fly to avoid slowdown
and excessive memory usage. Finally, this analyzer maps dynamic analysis findings to the static architecture
decomposition, independent of the nomenclature used throughout the system. In this way, one could take a
slice of the program given a certain feature (for example, mobility), and view the static architecture of the
feature as well as the behavioral flow. This information supports system documentation in the 4+1 Model (see
Section 5.1).

3. RELATED WORK

The primary contribution of our proposed tool is to facilitate comprehensive program analysis by augmenting
ordinary static analysis with dynamic analysis tools and techniques. Using dynamic analysis, this tool must
cleanse the data obtained during static analysis, remove noise from the analysis, and determine the core soft-
ware entities that describe the abstract features described by the reference model. Related efforts to this goal
include (16), which proposes a reduction the runtime time and memory overhead of dynamic analysis by using
static analysis techniques to “safely omit” program instrumentation. However, this work focuses on dynamic
analysis to determine software vulnerabilities and to validate type checking; it is our goal to instrument a sys-
tem in its entirety. If one analyzed a distributed system feature-by-feature, it would likely be possible to use
static analysis data as a means for targeting specific areas in which to instrument a system, as (16) describes.



(3) underscores the complementary nature of static and dynamic analysis data, not because of the noise
overhead of either approach, but because static analysis tends to be more conservative in its results (because it
does not evaluate function pointers, specific evaluation over a given input, and so on) than dynamic analysis.
On the other hand, (3) argues that dynamic analysis data can be too specific, and fail to capture the general case.
They then propose to complement the “conservative and sound” analysis produced by static analysis techniques
with the “efficient and precise” analysis resulting from dynamic analysis techniques.

4. RESULTS OF DYNAMIC ANALYSIS OF AGENT FRAMEWORKS

Using in-house and open-source analysis tools, a large data set was gathered from the subject agent frameworks,
as well as from sample agent systems running on these frameworks. The majority of raw static analysis data
was run through the Bunch clustering system to create GXL tree graphs, which were then viewed and analyzed
in ClusterNav to find commonalities described shortly. Dynamic analysis data was filtered and viewed using
tools within the SCE package (which in turn uses Bunch for clustering) using SMQL queries common to all of
the systems.

The common subsystems identified through the use of static and dynamic analysis tools has informed both
the ASRM as well as possible reference architectures derived from it. Our goal, however, was to identify
sequences of common behavior exhibited by existing agent systems to both validate and augment our findings.

4.1 Identification of Patterns of Execution

Ideally, all existing agent frameworks map directly to the reference model from an architectural perspective.
An analysis of a representative subset is presented in this subsection. The following is the general scenario that
is used to exercise the individual frameworks. Any modifications are noted appropriately.

An agent m causes two other agents, s1 and s2, to be created. These agents send a message to each
other. When s1 or s2 has sent their message, and received the message sent by the other agent,
they cease execution. Agent m then migrates to another platform and creates two more agents, and
the process repeats.

This scenario is used to investigate the migration and message passing aspects of several agent frameworks.
Typically, these components also exercise the other components described in the reference model. For ex-
ample, migration requires a search of the directory service. has security concerns, needs to deal with agent
management functions, and involves coordination. Likewise, the message passing aspect generally exercises
communications and security. A brief overview of the scenario from a dynamic analysis is first presented,
followed by an in-depth analysis highlighting components and tracing execution.

Execution of this scenario is traced using the EJP (EJP Software Tool) tool. EJP allows the execution to be
traced and conclusions to be drawn from analysis of these results. Several figures are included in the next few
analysis subsections showing the raw output of EJP. However, we found it difficult to extract quickly just the
most important information from these call trace graphs. Although they are accurate, calls such as the standard
Java library calls add noise to the graphs. Recursive calls are captured and add multiple extra levels to the
graph. Because we are informing a reference model, we are looking to capture features from these method
calls at a high level of abstraction. A sample graph output is depicted in Figure 1, after some of this manual
filtering was performed to remove Java system calls, etc. Because existing tools did not prove adequate for
removing this noise, we performed this filtering and analysis manually.

4.1.1 A-Globe
The A-Globe analysis was broken up into two parts to reduce dynamic analysis noise and for clarity of results.
One part involved message passing and the other involved migration—thus deviating from the general scenario.
Combining these two, which is certainly trivial, results in the original scenario described.

Overview. A-Globe uses the Platform class as the root of its framework. The Platform class controls
Containers that are for all intents and purposes agents. From our analysis, we see that the Platform
is instantiated followed by an AgentContainer. The AgentContainer acts as the interface between
local agents and the framework instantiation. Its main job is to provide agent-specific resources such as a
MessageTransport services. An AgentManager is used to manage the agents and is also identified
from the dynamic analysis performed.

The call trace of the migrating agent while still on the source host is shown in Figure 2. The general
procedure for a migrating agent seems to be to run (in this case, the migrating agent does nothing) and then



100.0% <root> (2.00 s)

100.0% aglobe.container.agent.AgentRunner.run(...) (2.00 s)

2.1% aglobe.container.agent.Agent.run(...) (50.00 ms)

0.0% aglobe.container.agent.Agent.hideGUI(...) (0.00 ns)

0.0% examples.agent.migrating.MigratingAgent.finish(...) (0.00 ns)

97.9% aglobe.container.agent.AgentManager.agentFinished(...) (2.00 s)

0.0% aglobe.container.transport.Address.getLocalContainerAddress(...) (0.00 ns)

0.0% aglobe.container.transport.Address.isSameContainer(...) (0.00 ns)

0.0% aglobe.container.agent.AgentFilter.getNameFilter(...) (0.00 ns)

0.0% aglobe.container.agent.AgentFilter.equals(...) (0.00 ns)

0.9% aglobe.util.AglobeXMLtools.cloneSerializable(...) (20.00 ms)

0.0% aglobe.container.agent.Agent.writeObject(...) (0.00 ns)

17.4% aglobe.util.base64.Base64.encodeBytes(...) (410.00 ms)

0.0% aglobe.ontology.AgentInfo.setSerialized(...) (0.00 ns)

0.0% aglobe.container.AgentContainer.getAgentStore(...) (0.00 ns)

0.0% aglobe.container.Store.zip(...) (0.00 ns)

0.0% aglobe.ontology.TravelHistory.setStop(...) (0.00 ns)

48.5% aglobe.container.sysservice.AgentMoverService.moveAgent(...) (1.00 s)

48.5% aglobe.container.sysservice.AgentMoverService$AgentMoverTask.<init>(...) (1.00 s)

0.0% aglobe.container.task.TimeoutTask.<init>(...) (0.00 ns)

0.0% aglobe.container.transport.Address.deriveServiceAddress(...) (0.00 ns)

0.0% aglobe.container.service.Service.getAddress(...) (0.00 ns)

0.0% aglobe.ontology.Message.<init>(...) (0.00 ns)

0.0% aglobe.ontology.Message.setContent(...) (0.00 ns)

48.5% aglobe.container.task.Task.sendMessage(...) (1.00 s)

0.0% aglobe.container.agent.AgentManager.fireAgentListChanged(...) (0.00 ns)

Figure 1: An example of the raw output from EJP. This example shows the compressed call stack of A-Globe
preparing an agent for migration.

migrate using the agentFinished function. It migrates to the second instantiation of the agent framework.

Mapping The architecture of A-Globe maps directly to the reference model. For clarity, the physical world
and infrastructure are not shown in the call graphs in this section. The Java Virtual Machine is the only visible
sign of a platform. It occupies the root nodes through any Thread instantiations in the trees.

The framework is represented by the Platform class and its corresponding AgentContainer. The
framework is always used for the agent to access system resources. The Platform’s AgentContainer
provides shared objects, a message transport service, a directory service, a logger (not shown), and various
other resources to the agents. An AgentManager handles instantiation of local agents on the framework, and
initiates migration.

The agents also act in accordance with the idealized agent framework, described in the ASRM. Our analysis
starts with the migrating agent. When it is time to migrate, the agentFinished function is called which uses
XML to serialize the data and send it via the AgentMoverService that is part of the AgentContainer.
This is seen in Figure 2. When the migrating agent arrives at the second framework instantiation, it is re-created
by the AgentManager and executed. Here, it is simply de-registered from the directory, and is terminated.

Some features were difficult to inspect or to represent graphically because of the abundance of noise gen-
erated by the GUI. There is strong evidence from the A-Globe figures and raw dynamic analysis data gathered
that there exists a MessageTransport management service within the framework that oversees message
passing. This MessageTransport service registers possible message receivers and then calls a function
similar to the handleMessage function.

Overall, migration and messaging clearly map to components in the reference model. Each framework
makes available all of the important components mentioned in the reference model in addition to the migration,
communication, and logging exercised in these experiments.

4.1.2 JADE
As described in the generic scenario description, a mobile JADE agent m creates static agents s1 and s2 on a
host, terminates the platform after they have completed, then travels to a second host to repeat the process.

Overview. The JADE framework is made up of several classes, including Boot and the entire jade.core
package. In particular, Jade uses containers similar to A-globe. The AgentContainer is used as an interface
between the agents and the framework. Additionally, resources are delegated through the framework by way



aglobe.container.agent.AgentRunner.run()

aglobe.container.agent.Agent.run() aglobe.container.agent.AgentManager.agentFinished()

aglobe.container.transport.Address.getLocalContainerAddress() aglobe.util.AglobeXMLtools.cloneSerializable() aglobe.ontology.TravelHistory.setStop() aglobe.container.agent.AgentManager.fireAgentListChanged()

aglobe.container.transport.Address.isSameContainer() aglobe.container.Store.zip() aglobe.container.sysservice.AgentMoverService.moveAgent()

aglobe.container.sysservice.AgentMoverService$AgentMoverTask.<init>()

aglobe.container.service.Service.getAddress() aglobe.ontology.Message.setContent()

aglobe.container.task.Task.sendMessage()

Figure 2: Call graph showing A-Globe migrating agent, m, before migration.

of a ServiceManager. The static agents are very interesting in the case of JADE because the progression
of message sending is clear in the call graphs.

The JADE data (not shown, due to lack of space) shows the static agent being created, then cloned and sent
to the other host. The post-migration snapshot shows how the agent is regenerated and it also creates the two
static agents.

Mapping. Again, the environment and host layers are not shown, while the JVM represents a portion of the
platform. When the JADE framework is started, an AgentContainer is created that acts as the interface
between the framework and the local agents. The other agents are started inside the AgentContainer.
the The JADE framework also contains an AgentManagementService, a MessagingService with a
well-defined and FIPA compliant ACL, an AgentMobilityService class that oversees mobility, and a
ServiceManager that manages local resources. A directory service is found in the jade.domain.ams
package.

First, we examined message passing. Two JadeCommunicationAgents are created that send mes-
sages to each other and then terminate. The agent sends a message by creating an ACLMessage, contacting
the directory service with the getAMS function call, and using the communication service to send.

The migrating agent exhibits some interesting properties both before and after migration. First, the agent
creates the static agents and then clones itself. Migration is processed through the AgentMobilityService.
The directory service is also contacted in this process. In the after-migration snapshot, the first function call
regenerates the agent and it proceeds in a similar fashion by creating the communication agents.

Overall, components in JADE—a good representation of a FIPA-compliant framework—map to the ASRM.
Agents operate autonomously, but are monitored through an AgentManager. The other components are also
present explicitly; security is the only exception that is not obvious in the dynamic analysis, though it is implicit
through the JVM and the API.

5. USING DYNAMIC ANALYSIS RESULTS TO INFORM THE ASRM

We decided to focus our analysis on the framework layer for analysis because, of the layers that we defined
in the ASRM, the framework most likely contains the implementation of the common agent activities like
communication or agent migration. Moreover, this enabled us to inspect a number open-source and licensed
frameworks that included such implementation in one place.

We faced some challenges in generating the analysis data, particularly due to the noise included in our
dynamic traces, including JVM platform calls or library calls. Because our sample agent system was distributed
between multiple framework instances, this problem was even more pronounced and even the simplest method
calls resulted in an extensive method trace. Consequently, these traces required too much memory to process
and filter; as a result, we found the data inspection process to be a largely manual one.

Our goal was to abstract the method traces into very abstract functional concepts based on common agent
system behavior (the “scenario” described in Section 4.1); these functional concepts became the basis of the
ASRM.

In reality, our dynamic traces actually informed our static analysis data, which in turn drove the discussion
regarding the functional concepts of the ASRM. Our static analyses of the agent frameworks yielded an object



and package level decomposition of the modules present in the system. Often, these packages can be easily
identified by simply inspecting the names of and interrelationships between these modules. For example, if
two packages are tightly coupled when they should not be or vice versa, it is possible that one or both of the
packages do not provide the functionality that the analyst expects (or the package(s) could represent dead code,
etc.). This allowed us to make a list of our predictions about the common features of each agent framework.
However, due to the potential inaccuracies of static analysis data, it then became necessary to execute a dynamic
trace of the scenario described in Section 4.1.

Using the dynamic analysis trace data, we confirmed or modified our predictions regarding the modules
obtained during static decomposition. For instance, a package that we originally expected to provide agent
directory services actually provided communications functionality. Once we completed our list of common
functionality, we grouped and abstracted them into abstract functional concepts similar to those described in
Section 2.1. This list served as the basis of an extensive discussion to create the functional concepts portion
of the ASRM. We reduced this list to those few abstract concepts that capture the essence of a typical agent
system, while still enabling other existing agent systems (for example, an agent system that does not include a
framework) to map their functionality to the ASRM. The goal, then, was not to simply create an aggregation
of existing agent functionality, but instead to create an abstraction of an agent system informed by existing
systems, providing a standard to which agent based systems can be reasonably mapped for comparison and
discussion. Ultimately, this reverse engineering data will be revisited when reference architectures or actual
agent system designs are derived from the ASRM. At that time, the static decompositions and dynamic traces
will be used to identify specific standards regarding interrelationships between the functional concepts in the
Reference Model.

Finally, we inspected other agent frameworks and domain-specific agent systems as a case study for map-
ping systems to the ASRM. To do this, we documented an “idealized agent framework” in which all of the
functional concepts described in the ASRM are implemented. We then used static decomposition and dynamic
traces as described in Section 4. This inspection was the basis of the case studies and idealized agent framework
discussion in the ASRM, and will likely drive the creation of the Agent Systems Reference Architecture.

5.1 Documenting Results: The 4+1 Model

We documented our findings using the 4+1 Model (5). This model allows for streamlined documentation of the
software architecture, and standardizes the metrics for measuring adherence to the architecture from various
perspectives. Using the 4+1 model, we produce analyses of systems from an aggregation and abstraction of
these views. This abstraction is chosen because of the abstract nature of the ASRM: the reference model defines
the high level features commonly found among agent systems, as validated by our study described in Section 4.
Specifically, the Development and Physical Views comprise this structural UML description of the ASRM.
These descriptions use more abstract UML descriptions than traditional 4+1 structural descriptions (which can
exist at the deployment and object level of detail) to match the appropriate level of abstraction found in a
reference model.

These descriptions do not prescribe conformance to the ASRM; instead, an idealized example is provided
that includes all functionality defined by the reference model, implemented at the framework layer. Simi-
larly, we aggregate the Development, Process and Scenarios Views into the behavioral UML description of the
ASRM. These descriptions are found in the ASRM and are thus omitted here for brevity; however, they are
primarily made up of UML Activity Diagrams and Sequence Diagrams to show the process flow and time-line
(respectively) of the behavior observed during dynamic analysis.

6. CONCLUSION AND FUTURE WORK

It is well understood by the community that static analysis of software systems alone cannot yield a completely
accurate view of the system. Dynamic code execution or memory allocation, as well as software evolution
and dead code can create noise within static analysis results. Dynamic analysis can “color” the static analysis
results to provide an as-built view of the software system. However, this was a manual process.

In this paper, we used static analysis data to define the structural views within the 4+1 model (5). This is
done using UML diagrams such as component diagrams and use cases. Then we use dynamic analysis data to
describe the behavioral views and scenarios. This is also described using UML diagrams, including activity
diagrams and sequence diagrams.

As described in Section 4, this was a manual process assisted by a number of tools. Even still, we ran
into a number of challenges as a result of the noise generated by the platform layer, memory constraints, and
nomenclature within the static analysis results for mapping our data to the ASRM. We are working to automate
this process by using program slicing to validate structural system descriptions by mapping them to behavioral



descriptions.
We propose a tool called Karka to automate this process using Reflexion Models (10) that map static and

dynamic analysis data to a reference architecture, freeing the analyst from the need to “filter” the noise from the
collected data. In this case of agent systems, the reference architecture will be an idealized agent framework
defined by and described within the ASRM.

Using this tool, we hope to explore a number of areas including security trust amongst agents, data flow
within an agent system, thread allocations and run-times within a distributed agent system for performance
benchmarking, and message passing and beliefs about the world state amongst agents.
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