Prioritizing Software Anomalies with Software
Metrics and Architecture Blueprints
A Controlled Experiment

Everton. Guimaraes, Alessandro
Garcia
Informatics Department
PUC-Rio
Rio de Janeiro, Brazil
{eguimaraes, afgarcia}@inf.puc-rio.br

Eduardo Figueiredo
Department of Computer Science
Federal University of Minas Gerais
Belo Horizonte, Brazil
figueiredo@dcc.ufmg.brr

proposed detection strategies [13][14] fail to assist in the
prioritization of architecturally-relevant code anomalies.
A prominent reason is that automatically collected
measures often purely represent properties of the source code
structure [5][6]. The measures alone are often agnostic to the
architecture design structure. The architecture decomposition is
often not explicit in the source code. As a result, developers
tend to consider that all the measures and respective modules
have the same relevance for them. On the other hand,
architecture design models, available in software projects, are
often of informal nature. They represent architecture blueprints
[34] and are used for communication purposes only, making it
unfeasible the collection of measures from them.
Given the omnipresence of architecture blueprints in many
software projects, a natural question arises: to what extent their
use would enhance the prioritization of architecturally-relevant
code anomalies? The use of blueprints have been exploited and
assessed in different software engineering activities, including
process evaluation [36], model transformation optimization
[38], and test coverage analysis [35]. However, there is no
empirical knowledge on how the detection of architecturallyrelevant code anomalies would be (or not) improved with
explicit reasoning about architecture blueprints.
In this sense, this work aims to investigate to what extent
the use of design blueprints, typically available in software
projects for communication purposes, would enhance the
prioritization of critical code anomalies. Furthermore, we are
investigating what information is useful to be showed in the
design blueprints. In many cases, developers indicated that
would be interesting the insertion of additional information (i.e.
number of attributes/methods and dependency strength) on the
blueprint in order to identify architecturally-relevant software
anomalies. This information would complement the
information provided by the metrics based on source-code and
thus, help developers to better detect the anomalies. This
controlled experiment allows us to answer questions like: (i)
how design blueprints generated by developers can help to
detect software anomalies instead of using an strategy based on
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I. INTRODUCTION
Architecture degradation [37] is a direct consequence of the
progressive insertion of anomalies1 in the source code as the
system evolves [4][5][6]. The removal of an anomaly is of high
priority in source code review if it is seen as harmful to the
architecture design [3]. However, a high proportion of
implementation anomalies, detected by source code analysis
are not harmful to architecture design. Therefore, a crucial
activity to ensure the software project longevity is to
consistently distinguish, prioritize and remove architecturallyrelevant code anomalies [4][6].
The use of metrics is the most popular way to identify
candidates of architecturally-relevant code anomalies [14].
Developers can also define their own detection strategies,
based on a particular combination of measures and thresholds,
to automatically prioritize the removal of code anomalies [13].
However, recent studies [5][6] have revealed that previously1

Implementation anomalies are also well-known as code smells [9]
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source code information; and (ii) which information
represented in the design blueprints may be useful to help on
the anomaly prioritization process.

scattering is defined as the degree in which a concern spreads
over the design elements, while concern tangling represents the
degree in which a concern is mixed up with other concerns on
the system modules.

II. BACKGROUND AND RELATED WORK

TABLE I. DESCRIPTION OF TRADITIONAL AND CONCERN-BASED METRICS

This section describes the main concepts involved in our
study. Section A introduces the concept of software anomalies.
Section B presents the metrics used in our study. Section C
presents the design blueprints used in conjunction with
software metrics to detect software anomalies.

Metric

Brief Definition

Number of Attributes
(NOA)
Number of Methods
(NOM)
Weighted Methods per
Class (WMC)
Lines of Code (LOC)

A. Software Anomalies
Software anomaly is a situation that suggests a potential
problem on software structure [9]. To decide whether the
anomaly is critical to the architectural design or not requires
deeper investigation. While some types of anomalies can be
observed only looking at the source code, others are observed
in other software artifacts (e.g., in architecture blueprints). It is
important to investigate presence of anomalies in different
abstraction levels since developers have to identify, for
instance, which code anomalies may impact on software design
during its evolution. Research work has highlighted the impact
of code anomalies on undesirable modifications in the source
code [4][18][25]. For instance, recent studies revealed that the
source code structure affected by anomalies is prone to change
in the software evolution [18][25]. It is also known that code
anomalies favor the occurrence of faults [4].
In this study, we investigate three classic anomalies, which
are often related to architectural problems [4][5][6]: God Class,
Divergent Change, and Shotgun Surgery. God Class represents
a class that has grown beyond all logic to become the class that
does almost everything in the system [24]. A god class
implements too many responsibilities. Divergent Change can
be observed when a class is commonly changed in different
ways and for different reasons [9]. Shotgun Surgery can be
identified when a class change leads to a lot of small changes in
many different classes [9]. Shotgun Surgery is somehow the
opposite of Divergent Change. We also decided to focus on
these three anomalies because they recurrently occur in
software systems [17], and previous studies have related them
to poor modularization of concerns detected by design
blueprints [13].

Lack of Cohesion in
Methods (LCOM)
Coupling Between
Objects (CBO)
Number of Concerns per
Component (NCC)
Concern Diffusion over
Components (CDC)
Concern Diffusion over
Operations (CDO)
Concern Diffusion in
LOC (CDLOC)

It counts the number of attributes in a class.
It counts the number of methods in a class.
It counts the number of methods and their
parameters in a class.
It counts the total number of lines of code.
It is measured by the number of pairs of methods
that do not access attributes in common by the
number of pairs of methods that access attributes in
common.
It counts the number of classes in which a given
class either calls its methods or accesses its
attributes.
It counts the number of concerns in each class
It counts the number of classes affected by the
concern implementation.
It counts the number of methods affected by the
concern implementation.
It counts the number of transition-points for each
concern through the lines of code.

B. Architecture Blueprints
The concept of blueprints is used to describe each of the
architectural views proposed in the "4+1 View Model" [34],
which describes software architecture using five concurrent
views. In this work, we are using both the development and
logical views, which are represented by the component and
class diagrams, respectively. For the best of our knowledge, the
development view focuses on the organization of the actual
software modules, while the logical view is concerned with the
functionality provided to end-users.

A. Software Metrics for Anomalies Detection
Software metrics are an important mechanism of software
engineering to evaluate the quality of software solutions. For
instance, the detection of code anomalies by means of software
metrics has been investigated in many works [13][14]. Table I
summarizes the traditional and concern metrics used for
detecting software anomalies in our experiment. We selected
only a subset of the most commonly used metrics because a big
number of metrics could make its analysis harder and bring
redundant measurements. The selected traditional metrics have
been used in previous work and have proved to help developers
on maintenance tasks, such as code anomalies detection [13].
Moreover, concern metrics are mainly focused on the
quantification of modularity properties, such as the degree of
scattering and tangling of the system concerns. Concern

Fig. 1 - Partial View of Mobile Media Architecture

Figure 1 depicts a component blueprint representing a
partial view of Mobile Media architecture [39]. This system is
discussed in Section III.B. The rectangle represents the main
classes of the controller layer. In this component blueprint,
each class is decorated with small circles to represents the
concerns it implements. For instance, VideoPlayController
implements the Exception Handling (e) and Persistence (P)
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concerns. In addition to the component blueprint, we have
provided a class blueprint. That is, a UML class diagram with
all Mobile Media classes and their relationships.
We evaluate the usefulness of software blueprints in this
study as a way of detecting software anomalies because
software blueprints have also been successfully used in
different domains. For instance, software blueprints have been
used for (i) implementing visual aid to assess test coverage [35]
and (ii) implementing a visual approach for software process
model evaluation based on architectural views [36]. These
blueprints were used to find errors and flaws in the
specification and improvement phases of the software process.

support for manipulation of photos, music and videos on
mobile devices [39]. The main reasons we selected Mobile
Media are: (i) the original developers produced the
architectural design and architectural blueprints - blueprints are
the artifacts used to reason about changes requests and derive
new products during the system evolution; (ii) different types
of change were realized in each release, including refinements
of the architecture style employed; and (iii) the system has been
successfully used in other studies involving empirical
evaluation [27]. More details about the Mobile Media
characteristics can be found elsewhere [34].
C. Code Smells Reference List
In order to conduct our experiment, we performed a
systematic analysis of Mobile Media aiming to identify classes
that are affected by relevant anomalies. Moreover, we relied on
two experts in the target system to build the reference list for
each code smell being analyzed in this study. The experts were
involved in the development, maintenance or assessment of the
target application. Table III shows reference list of anomalies
in the Mobile media after a cross-discussion take place among
experts and ourselves to reach a joint decision.

III. STUDY METHODOLOGY
This section introduces the methodology adopted in our
study. Section A describes the study hypotheses and Section B
introduces the used application. Section C presents the code
smells reference list. Section D explains the experimental
procedures we follow.
A. Research Question and Hypotheses
Our study goal is to investigate whether design blueprints
support the use of software metrics on detecting software
anomalies. We define the following research question (RQ).
We derived the null and alternative hypotheses from our
research question, as presented in Table II. We investigate the
values of Precision and Recall (Section IV) when subjects were
provided with software metrics (m) and when they were
provided with software metrics and design blueprints (md).

TABLE III. REFERENCE LIST OF CODE ANOMALIES

Code Anomaly Classes
MediaAccessor, MediaController

Shotgun Surgery

ControllerInterface, MediaAssessor, ScreenSingleton

Divergent Changes MediaListController, ImageMediaAccessor,
MediaAssessor, MediaController,

RQ: How can architecture blueprints help the prioritization
of relevant code anomalies?

D. Experimental Procedures
This section describes the experimental procedures defined
in our controlled experiment. Firstly, a 20-minute training
session was performed in order to introduce subjects with the
main concepts of this study, such as the metrics, the anomalies,
and blueprints. We then organized subjects into two groups:
those who have not used design blueprints (NBP) and those
who used design blueprints (BP). The NBP group was provided
only with a set of software metrics (Section II.B). The BP
group was provided with design blueprints and metrics.
Moreover, both groups of subjects received a document with a
partial view of Mobile Media, a brief explanation of system
architectural design and a description of the concerns involved
in the target application. Finally, subjects were asked to reason
about the artifacts provided to them in order to identify which
classes could be candidates to present the anomalies.

TABLE II. SUMMARY OF HYPOTHESES
Hypothesis
H1.0
H1.1
H1.0
H1.1

God Class

Description
Precision (md) ≤ Precision (m)
Precision (md) > Precision (m)
Recall (md) ≤ Recall (m)
Recall (md) > Recall (m)

The first hypothesis H1 is concerned with the impact of the
use of metrics and design blueprints on detecting software
anomalies. The null hypothesis H1.0 states that the use of
software design as additional artifact to detect anomalies do
not provide any enhancement on the detection process. On the
other hand, the alternative hypothesis H1.1 states that the
precision on the detection of software anomalies was higher
when developers are provided with design blueprints.
The second hypothesis H2 is concerned with the impact of
the use of design blueprints on the recall measures. Similarly
to the first hypothesis, the null hypothesis H2.0 states that the
use of design blueprints to improve the anomaly detection
process do not impact on the recall measures. On the other
hand, the alternative hypothesis H2.1 states that the recall
measures were lower when developers are provided with
metrics plus design blueprints.

IV. DETECTING SOFTWARE ANOMALIES
This section presents the experiment results. In order to
compare the efficiency of anomalies detection with and
without blueprints, we used Precision and Recall measures,
which leverage three other metrics: (i) True Positives (TP) –
the number of correctly identified anomalies; (ii) False
Positives (FP) – the number of wrongly identified anomalies;
and (iii) False Negatives (FN) – the number of code anomalies
that were missed. Those three measures are collected based on

B. Target Application
We selected the Mobile Media system to be used in this
study. Mobile Media is a software product line that provides
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the information provided by the subjects. The Precision and
Recall were calculated as defined in Table IV.

A. Design Blueprints and Precision
Our first objective is to investigate whether the use of
design blueprints may improve the accuracy of anomaly
detection. We first examine and compare the precision
measures. Thus, we observe that the precision measure for the
BP group has increased for two of the three anomalies. For
instance, the precisions measures for Shotgun Surgery
detection from both groups are lower than 30%, meaning that it
is very hard to detect this type of anomaly. The precision
increased about 4% when the subjects are provided with the
design blueprints. Similarly, the precision measures for the
Divergent Change increased about 4.3% with the help of
blueprints.
However, for God Class detection, we observed that the
precision was not improved in the BP group. The difference
between the precision measures of the two groups for this
anomaly was around 16%, in favor of NPB group. The God
Class anomaly is more intuitive to detect than the other two
anomalies. As a result, in some cases the subjects might not
have followed the inspection process correctly when detecting
God Classes. It can lead to a higher number of False Positives,
for instance, because of the misinterpretation of metrics values.
The higher the number of False Positives, the lower is the
precision measures observed.
In order to test hypothesis H1.0, we have performed the
Wilcoxon signed-rank test. We choose this test because the
dataset for the two groups have different sizes. In this test, we
chose a significance level of 0.05 as the threshold to confirm or
refute the hypothesis. Furthermore, in order to draw valid
conclusions, it is important to confirm that the outliers caused
by extraordinary exception have been properly removed. For
instance, we observed two cases in the NBP group where the
subjects have not identified any anomaly correctly. That is, for
these cases the number of TP = 0, and due the fact that the
number of TP composes the precision and recall measures, we
decided to remove these two samples. Table VI shows the
mean value of precision for each group and the calculated pvalue.

TABLE IV. PRECISION AND RECALL

Precision

Recall

Precision = TP/(TP+FP)

Recall = TP/(TP+FN)

Recall (R) measures the fraction of the anomalies detected
by the subjects to the total number of anomalies, as listed in the
reference list. Precision (P) measures the ratio of correctly
detected code smells by the total number of anomalies
identified by subjects. A high recall implies that a subject
identified most of the relevant anomalies. On the other hand, a
high precision implies that the subject identified more relevant
anomalies than the irrelevant ones. We focus on recall because
it is important not to miss many anomalies.
Table V shows the descriptive statistics of precision and
recall measures for BP group. The table is organized in 5
columns: (i) Measures – it describes whether the measures
either for precision or recall; (ii) Anomaly – it describes the
anomaly that is been assessed. We used an acronym for each
anomaly: Divergent Change (DC), God Class (GC) and
Shotgun Surgery (SS); (iii) N – it represents the number of
pairs of subjects that were assigned to detect a specific
anomaly; (IV) Mean – It represents the average either for
precision or recall reached for a group of subjects; and (V) S.D.
– It represents the standard deviation either for the precision or
recall measures.
TABLE V. DESCRIPTIVE STATISTIC FOR PRECISION AND RECALL MEASURES
Measures

Precision

Recall

Anomaly
DC
GC
SS
DC
GC
SS

BP
10
14
11
10
14
11

N
NBP
24
10
20
24
10
20

Mean (%)
BP
NBP
47,9
43,62
50.9
66.8
25,8
21.5
44.5
39.17
82.1
73.3
33.0
21.31

S.D. (%)
BP
NBP
26.7
27.1
25.5
23.6
5.4
19.8
16.7
28.4
24.9
30.8
0
24.3

We can observe that subjects with blueprints obtained
higher precision for Divergent Changes and Shotgun Surgery
detection, but not for the detection of God Class anomaly. The
precision for God Class detection was around 50.9% for the BP
group, versus 66.8% for the NBP group, with a difference of
around 15%. It is also interesting to observe that the BP group
also revealed higher standard deviation for God Class
detection, which implies that the data are spread over a broader
range of values. We also observe that the BP group obtained
higher recall measures for all the three anomalies. The recall
measure differences between the two groups were 5.3%, 8.8%
and 11.7%, for the anomalies Divergent Changes, God Class
and Shotgun Surgery respectively. Moreover, the standard
deviation measures were higher in the NBP group for all the
cases. It is even worse for the case of the Shotgun Surgery
anomaly, where the S.D. was 24.3% for NBP group, while in
BP group the S.D equals to 0. It means that the number of
anomalies detected by the BP group members is highly
consistent. More detailed analysis follows.

TABLE VI. PRECISION MEASURES BY GROUP

Measure
Precision

Group
BP
NBP

N

Mean (%)

35

46.2

55

39.7

Calc. P-value
0.1

We observe that although the NPB group had a higher
number of subjects working on the detection of the three
anomalies, the BP group presented better average precision
measures. However, the application of Wilcoxon signed-rank
test results in a p-value of 0.1. Thus, the null hypothesis H1.0
cannot be rejected. In other words, the alternative hypothesis
H1.1 that the difference in the precision measures is higher
when subjects are provided with design blueprints cannot be
confirmed using the significance threshold of 0.05. Thus, we
cannot draw valid statistical conclusions that using design
blueprints can improve anomaly detection by analyzing only
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the precision measures. It means that more experiments are still
needed in order to achieve statistically significant results.

subjects the information presented on design blueprints was
sufficient to help with the detection process. Moreover, some
subjects suggested that the blueprints should reveal classes with
a high number of attributes and methods, such classes could be
considered as a good candidate for the anomaly God Class.
Base on this information, the subjects can pre-select the classes
that might have a specific anomaly. Their suspicion can then be
confirmed or rejected through the evaluation of metrics.

B. Design Blueprints and Recall
In this section, we will analyze the impact of using design
blueprints on recall measures (see Tables V and VII). In our
study, the recall indicates the percentage of the number of
anomalies detected by the subjects to the total number of
anomalies in the oracle anomaly list. In the data analysis, we,
observed that the recall measures for Shotgun Surgery anomaly
was higher than 30% when the subjects were provided with
design blueprints, 12% higher than the recall measures from the
NBP group. Similarly, the recall measures for the Divergent
Change and God Class increased about 5.3% and 8.8%,
respectively, when the subjects were provided with blueprints.
In order to test the hypothesis H2.0, we similarly applied the
Wilcoxon signed-rank test with a significance level of 0.05.
From Table VII, we observe that, in average, the recall
measures were higher for the BP group. That is, when subjects
were provided with design blueprints, the average recall
measures increased by 21%. It shows that the use of design
blueprints improved the effectiveness of anomaly detection by
decreasing the number of False Negatives. The lower the
number of False Negatives, the higher is the Recall measures.
Moreover, we have applied the statistical test in order to assess
whether there is a statistically significant difference on the
recall measures.

Fig. 2 - Information Suggested by Subjects

Another sample suggestion was that the information about
which classes have a high number of dependencies could be
useful if included in the design blueprint. In this case, the
subjects can detect classes that have the anomalies Divergent
Changes or Shotgun Surgery. Once the classes are pre-selected,
the metrics can be used to confirm if a given class has an
anomaly. In summary, design blueprints were considered to be
useful because the subjects can initially identify candidate
classes that potentially have an anomaly.

TABLE VII. RECALL MEASURES BY GROUP

Measure
Recall

Group
A
B

N
35
54

Mean
62.3
41.3

Calc. P-value
0.001

The test of hypothesis H2 follows the same procedures
performed to test the hypothesis H1. The results showed a
calculated p-value < 0.001. Therefore, the null hypothesis that
the use of design blueprints has no impact on the recall
measure can be rejected. Thus, we can conclude that in
general, there is a difference between the recall measures
when subjects were provided with design blueprints and when
they were not. In other words, we can conclude that using
design blueprints could improve anomaly detection process in
that fewer anomalies will be missed.

V. FINAL REMARKS AND FUTURE WORK
In this work, we performed a controlled experiment, in
order to investigate how the process of prioritizing architecturerelevant anomalies can be improved, when guided by design
blueprints. The subjects were organized into 2 groups. One
group was provided only with code artifacts, such as metrics e
source-code information, while the other group was also
provided with design blueprints. For the second group, the
design blueprints should be the main artifacts to be analyzed in
on the prioritization process.
Our initial findings show that to some extent, the design
blueprints has improved both precision and recall measures.
For instance, we could observe that the precision measures
were higher for Divergent Change and Shotgun Surgery.
However, in the case of God Class anomaly the results were
not expressive and the design blueprints have not improved the
detection process. In general, for the cases where the use of
design blueprints have improved the precision measures, the
results were not higher than 20%. According to the feedback
provided by the subjects, we observed that some of them have
not followed correctly the inspection sequence defined in our
experiment because they considered the anomaly God Class as
being more intuitive to detect. This may have lead to the
detection of more False Positives, and as consequence, had

C. Usefulness of Design Blueprints
Besides the tasks of detecting software anomalies, we asked
the subjects to indicate whether they judge the design blueprint
as being useful on the detection process (see Figure 2). About
71.4% of subjects judged that the design blueprints provided in
the experiment as being useful in the detection process. Only
28.6% claimed that the design blueprints have not been useful,
so they used only the set of metrics provided in the experiment
to detect the design anomalies.
For the subjects that indicated the design blueprints have
been an useful artifact on the detection process, we also asked
them to point out what kind of information would be useful to
be added in the blueprint. Most part of the subjects said that the
information provided on the design blueprints were complete
and no additional information is needed. That is, for those
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negative impact on precision measures. On the other hand,
when we observe the recall measures the results were different.
The recall has increased for all the three anomalies. Thus, as
the recall measures indicate the sensitivity of subjects on
detecting real positive cases that are correctly predicted as
positive, we could observe a lower number of False Negatives.
A lower number of False Negatives implies in a higher recall.
Independently whether the subjects have used correctly the
design blueprints, we observed that the use of this artifact has
somehow improved occurrence of False Positives and False
Negatives.
In summary, when we tested the hypothesis H1.0 could not
be rejected because the calculated p-value was higher than the
acceptable significance level (α = 0.05). Therefore, even
though we observed that the design blueprints can somehow
improve precision measures, the statistical tests indicate cannot
be considered as being statically significant. On the other hand,
when testing the hypothesis H2.0 we observed that the recall
measures were affected by the used of design blueprints on the
detection process. Since the calculated p-value was lower than
the significance used on the hypothesis test, the hypothesis
H2.0 can be rejected. Finally, it is important to highlight that
the experiment was conducted with undergrad and graduate
students in two different universities. Since, this a not a
limitation of our study since it is a first investigation on how
the detection of software anomalies can be improved, when
guided by design blueprints. As a future work, we intend to
invite experienced developers to participate of our experiment.
The controlled experiment with experience developers may
provide more interesting results regarding the usefulness of
design blueprints on the detection process. Furthermore, we
also want to investigate more software anomalies that have
been considered as being relevant for software design.
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